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INTRODUCTION

The rapid development of science and technology contributed to the emergence
of special words, to name new phenomena, projects, and processes. Research in this
area is usually oriented on history, showing how it arose, how it developed, and how

Terminology changes due to the development of certain sciences.

A term is a unit of linguistic and professional knowledge that affects the
effectiveness of communication. Therefore, the translation of terminology is of the

most practical importance when translating scientific texts

The topicality of the topic lies in the need for subject knowledge that has
relation to the translation of terminological vocabulary in the field of cyber security,
inclusion of factors affecting the translation of terminology in this field, in particular,

the translation of English-language professional texts into Ukrainian.

Terminology in the field of cyber security serves as the object of research. The
subject of the study is the peculiarities of the translation of terminological vocabulary

in the field of cyber security from English to Ukrainian.

The purpose of the work is to identify the peculiarities of the terminology in
the area of cyber technologies and the specifics of the translation of English-language

professional texts.
The realization of the goal involves the following tasks:

e determine the structural and semantic groups of terms and branches of cyber

security;

e highlight the peculiarities of the functioning of terms in the scientific field

literature;
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e determine the peculiarities of translation of terms in the field of cyber

security

Research methods. Analysis of structural, translational, and conceptual aspects,
as well as generalization and comparison. The theoretical significance and scientific
novelty are revealed in the possibility of using materials of scientific and technical

character from cyber security during translation.

The structure of the work consists in revealing the set goals and objectives. The
78-page term paper consists of an introduction, two chapters with conclusions to each
of them, a general conclusion, a bibliography, a list of data sources, an annex, and a

resume.
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CHAPTER 1. THEORETICAL FOUNDATIONS OF TRANSLATING
ENGLISH CYBERSECURITY TERMS INTO UKRAINIAN.

1.1. Term, terminological systems, terminology

With the development of science and technology, new terms appear in the
language every day. They reflect phenomena, objects, and processes in the fields of

science and technology.

Scientific terminology is the main lexical component of the functional style of
writing, such as science, business, and journalism. Words related to the term
"vocabulary" form a "word". Terminology and special vocabulary are used for the

correct translation of scientific and technical documents.

A terminological system is a system of scientific concepts, scientific
classifications, or generalized concepts that serve a specific field of knowledge or

activity.
The development of the terminology system has three stages, namely:
1) the transition from the absence of a scientific theory to its creation;

2) the function of an established scientific theory and the growth of

knowledge in this theory.
3) destruction of the term system (I'peaina, 2010: 121).

The terminological system has linguistic features: terminological nests,
formation of new terms according to the principles of antagonism and gradations,
creation of new terms according to the same model, and generation of new terms. The
term occupies a place in the lexical-grammatical system of concepts and becomes a
full-fledged member of the lexical-semantic system of the language (Kapa6au, 2004:
576).
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The specificity of the term depends on the functional scope of the
terminological unit and the fact that the term is a nominative unit of the language of
technology and technique and not a unit of natural language as a whole. Terminology
performs its main functions in the field of science: nominative - names a certain class
of objects or their characteristics; significant - general concepts denoting a certain
system of concepts belonging to this field of knowledge; communicative - transfer of

individual knowledge in time and space.

A term is a word that is related to a specific unit of the corresponding logical
system of concepts. The definition of the term as an object of linguistics and its
systematic study contribute to the definition of the concept of "terminology", the
description of the term, terminological problems, and the formation of terminology as

a science. For example:

Based on the idea that the concept of “term” is the dominant object of
terminological analysis, M. T. Cabré defines terms or terminological units as «units
that represent knowledge, units that are part of the language, and units that make up
an essential part of communication. » Researchers claims that the terminological field

includes the subsequent three components:
the cognitive component;
the linguistic component;
the communicative component (Cabré, 2002).

The researcher J. C. Sager holds the same view. He notes that on the
assumption that terminology is a semantically-based discipline, it is possible to study
it from the perspective of a linguistic dimension and communicative dimension as

well as from the perspective of a cognitive dimension, (Sager, 1990: 3).
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Thus, in the paper Term will be defined as words and phrases that reflect
concepts and specific objects that are used by specialists in a certain field of science

or technology.
Research on terminology is important for many reasons.

Firstly, the terminology is the main source of acquisition of the lexical
composition of highly advanced modern languages. As part of the human language,
terminology is the most versatile means of storing, transmitting, and processing of

information.

The amount of information expands at a frantic pace: according to scientists, its
guantity doubles every five years, which leads to a so-called "terminological

explosion" — the emergence of a sizable number of new terms (Mamoxk, 2003: 352).

Secondly, science is international. Today, the world is in a frantic integration
process, that does not bypass the scientific sphere, raising the issue of standardization

of terms as a basis for understanding among experts from different countries.

Thirdly, the terminology of the Ukrainian language should be developed
together with other national language terms, due to historical reasons it has many
specific problems, and it is necessary to urgently formulate national terminological
standards, terminological dictionaries, etc (Mamok, 2003: p. 352; €nikeena, 2001:
54).

Terms are used to denote concepts. They have neither imagery nor emotional
and expressive colouring. Each industry has its terms. Therefore, people connected
by professional unity communicate with each other (360:xua, 1975: p. 714). Many
terminological studies convincingly prove that professional vocabulary plays a
crucial role in the development of science and technology, and to some extent can
determine the direction of further development of its theoretical position. As the main

means of expressing, storing, and transmitting a specific scientific concept,
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terminology ensures the formulation of problems and the continuous development of
scientific knowledge. Any branch of science and technology develops on the basis of
a system of definitions and established concepts ( I'onoun & Koopun, 1987:
p.104).

The integration and interaction of various sciences require scientists to pay
more attention to issues of terminology and study the functions of terminological
structures in various spheres of human activity. Ukrainian and foreign researchers, in
particular V. Vynogradov, V. Leychyk, G. Vynokur, B. Golovin, T. Kiyak, V.
Danylenko, K. and others, studied the formation, semantics, and development trends
of terminological units and specialised vocabulary. (Jannaenxo, 1977, p. 118;
H'sixoB, 2000, p. 218)

In each field of human activity there is a part of the language dictionary, the
study of which requires grouping and division. Different scientists (including foreign
and Ukrainian) in their way segregate terms by fields of knowledge (Mucyno, 2013,
p. 256).

In particular, linguists B. M. Golovin and R. Yu. Kobrin singled out

four groups of terms:
- scientific terms;
- technical and production terms;
- terms of management;
- terms of culture and sport (I'osioBuH & Koopun, 1987, p.199).

In the scientific aspect, the most noticeable is the connection with the concept,
and in technical and other types of terms - the relationship to the subject that is called.
Thus, the terms of production, technology, and other terms (except for science) are

semantically close to commonly used terms; in addition, the boundary between
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production and technical terms and commonly used terms can only be drawn through

contextual analysis (ITpasayn, 2013, p 197).

The term is generally scientific and has the same meaning in many areas:
analysis, argumentation, and categories. Also, branch terms used only in a specific

field: verbs, perfect tenses, inflections - in linguistics (I'epaina, 2010, p.121)
Terms comparable to non-terminological vocabulary:
- strive for clarity and absolute certainty;

- exist only in a certain terminological system, outside of it - lose their

terminological meaning;
- lack of emotionality.

The system of all terms of a language or subject field is called terminology.

Terminology is divided into:

- scientific - for mathematics, physics, cybernetics, chemistry, biology,

physiology, botany, zoology, geography and other sciences;

- socio-political - for fields such as philosophy, economics, finance,

political science, social sciences, pedagogy, history, law, diplomacy;

- artistic - which includes music, theatre and cinema, visual arts,

architecture and literature;

- mechanical engineering, electrical engineering, radio engineering,

electronics, mining, textile production.

- technical - serves technical and production sectors, such as

metallurgy;
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There is also terminology such as agriculture, health care, sports,

military, etc.
Terminology is created by specialists. For this they employ:

- commonly used words that have a clear and defined meaning in the
scientific field: gender, number, manner, person, tense, ending (as linguistic

terms);

- specially created words: nouns, adjectives, verbs, case, word

formation, emphasis;

- calque, i.e. words created according to models in foreign languages:
the Ukrainian word nigmer reproduces the Latin subjectum, where the part

sub- means "mix", a - jectum - "kunytu"; the word npeamer is also formed;
- borrowing: suffix, prefix, polysemy, assimilation (from Latin);
- phrase: conditional method, subordinate clause. consonant.

The term is an integral part of the lexical system of the written language and is
distinct from other classes of words in the concentration of information saturation,
which most accurately and economically defines scientific, technical, or other
professional notions. Terminology has long been considered the periphery of the

language dictionary.

The term contains all the features of a lexical unit of natural language. One of
the important directions of lexicology is work in the field of establishing the
composition of terms and ordering them for specific branches of science and
technology (360:xna, 1975: 714). To form terminology, unify terminology, and create
terminology for new fields of science and technology; (beaoaen, 1980: 208).

A great contribution to the development of the semantic features of the term:

its stylistic neutrality, the desire for nominativeness, and prevalence was made by the
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works of V.V. Vynogradova, A.A. Reformatsky, O.S. Akhmanova, A.S. Gerda, R.A.
Budagov.

Even before the beginning of terminological history in the early 1960s, most of
the basic concepts such as "terminological system" and “terminological field were
already formed' (I'osioBun & Ko6pun, 1987) (dannnenko, 1977) (besonen, 1980).

The rapid advancement and development of technologies requires not only new
concepts but also the harmonization of the use of terminology. As a practical result,

the organization of terminological work in a certain field of knowledge was started.

Terminology is a science that studies existing terms that are components of the
vocabulary used in professional fields (subjects or their fields) and appear in these
fields or are modified from elements that already exist in other fields. It allows the

compilation, description, and reproduction of terms.

Terminology is the art of creating "terminologies” in the sense "specialized"
dictionary. Thus, for these authors, the terminology contains theoretical components

and results that combine theory with practice (specialized dictionary).

Therefore, the understanding of terminology as an aspect of linguistics is
heterogeneous, some scientists define it as a separate scientific discipline, others as

an aspect of vocabulary, an aspect of lexicology.

Nevertheless, the role of the term in its current state cannot be neglected and
therefore should be considered historically significant in the progress in the changing

world of modern technology.

A detailed review of works devoted to the term and terminology of British and
American researchers is depicted in the work of V. V. Kasyanov. He wrote that the
homogeneity of thoughts contained withing their works is a distinct phenomenon. In-

depth study and analysis of theoretical and practical material by Anglo-American
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linguists reveals theoretical differences in the interpretation of the particularity of

terms and their differences from commonly used vocabulary (I'penina,2010, p.124).

Linguists in Spain and the United States have a clear aim in the study of
terminology - to create a theoretical basis that would lead them to the methodology of
this field, giving terminology the status of an independent discipline. However they
draw conclusions that require further research by working together, which will help

create appropriate theoretical models.

Due to insufficient communication between experts, different ways of
development, and perception of the subject of the dispute, it will not be easy to
perform this task. Other researchers also hold the same point of view (€nikeeBa,
2001 p. 54) (Kusik, 2009, p. 40) (JIeitunxk, 1989 p. 75).

At this stage of the development of terminology as a science, it is worth paying
much attention to the trends in the social and communicative roles of language signs,
which is especially important research in terminology precisely "in the real
conditions of professional communication” (1'sxos, 2000: p. 218) to reveal the main
features of professional languages that distinguish them from the commonly used

language.

Terminology performs such basic functions as presenting scientific concepts
and meeting the communication needs of specialists, provided that it is generally

accepted, standardized, and meets the requirements for terms.

Codification of terms is the process of systematizing terms in dictionaries and

reference books to help speakers use them correctly (Mucyno, 2013: 158).

The definitions of the terms are recorded in a special dictionary and reference
book. The following types are identified: dictionaries of terminological systems,
approved in the form of a standard; dictionaries of terminology (general

encyclopaedias, branch encyclopaedias, dictionaries of branch terms).



13

Translation dictionaries are the most used type of modern terminology
dictionaries. In bilingual terminological dictionaries, along with Ukrainian, there are
English-Ukrainian, Latin-Ukrainian, etc., in addition, trilingual ones are also

compiled, and though much less frequently four- or seven- language dictionaries.

Encyclopedic - reference dictionary contains terms; definitions of scientific
concepts are also provided. Dictionary articles in lexicographic works consist of two

parts - the name of the concept and its definition.

An interpretive-translation dictionary is a mixed type of work in which terms
are translated into a foreign language (or several other languages) and explanations

are provided.

An interesting work of lexicography, which can be considered an unambiguous
symbol of our time, is the "Interpretive and Terminological Dictionary of Market
Economy" (Kharkiv, 1994), where, in addition to the interpretation, equivalent
Ukrainian terms are provided in English, German, French, and Spanish
(Muxaiizosa, 2000: 278 ).

A few years ago, electronic dictionaries changed the mind of linguists—as well
as translators, lexicographers, and ordinary citizens related to foreign languages. An
electronic dictionary is a computer database that contains dictionary articles that are
specially coded to select the correct word, usually taking into account the

morphological forms and characteristics of word combinations.

The reasons for borrowing special foreign language terms can be seen not only
in the influence of extra-linguistic factors but also in the influence of intra-linguistic

factors:

1. Internationalization of terminology is an important incentive for the
penetration of foreign words. This is a process that has been particularly

active in the last decade and covers many highly developed languages.
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2. Terming of industry-specific concepts cannot be stopped using native
words, firstly, because of the natural limitation of lexical resources for each
language, and secondly, because of conceptual systems specific to the area.

Sometimes it is not possible to find borrowings in the native language.

Borrowed terms, unlike reinterpreted common words, are characterized by
clarity and lack of emotional expressiveness. At the beginning of the stage of
functioning in the term system: if a word in the native language still needs to be
turned into a term, and a word in a foreign language, the word is already a ready

term; it is more a sign than a native language word (Kusix, 2009: 40).

The use of borrowed terms, as a rule, is due to their ability to express a concept

with a lot of meanings in one word, which corresponds to the brevity of the term.

Based on the kind of the borrowing process, foreign language terms can be

divided into two groups (Kusik, 2009):

1. Indirect borrowings - names that have entered from one branch into
another terminology of the Ukrainian language, as well as general scientific
and general technical ones: accumulation - akymymsamis, amplitude -

amrutityaa, deformation - medopmaris.

2. Direct borrowings are those that enter the terminological system.
These terms are often used to refer to buildings (aqueduct- akBexykr, dam -
namba), processes and actions (tamping), equipment, and devices (hydrant).
German formatieren - to format. adjistieren - adjust, check; einscannen —

CKaHYBAaTH.

Having entered the terminological system, borrowings are tested for
appropriate graphic, phonetic, morphological, and semantic adaptation. It must be
said that over time, the borrowed terms fixed in the term system acquire the ability

for semantic evolution in the Ukrainian language. This evolution was first reflected in
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the transformations of the meaning of the term (expansion, narrowing, displacement)

and; secondly, in its determinization.

Borrowed terms, during the stage of complete mastery of the Ukrainian
language, can be freed of their functional limitations and acquire a certain stylistic

colouring.

Thus, the main sources of borrowed terms are English, French, Latin, and
Greek (JIrwtTe, 2000: 99).

Therefore, borrowing foreign terms, especially international terms, constitutes
an essential means of replenishing terms, to a certain extent, it contributes to
uniformity and standardization. (MuxaiinoBa, 2001: 255) After graphic, phonetic,
morphological, and semantic adaptations, some borrowed concepts are rather active
in the process of word formation. Terms are borrowings inferior to Ukrainian words

in terms of clarity, precision, and transparency of meaning (MuxaiizioBa, 2001: 255).

1.2 Features of cybersecurity terminology

The concept of "scientific literature” includes the following options: scientific
literature itself, i.e. monographs, collections and articles on various scientific and
technical issues, educational scientific and technical literature (textbooks, reference
books, etc.), popular scientific literature from various fields: techniques, technical
and supporting documents; technical advertising, patents (CiauBka, 2023: 12).

Translation of such documents causes certain difficulties (I'pexina, 2010:
124).

The sphere of technology and science is one of the important spheres of human
activity. In connection with the rapid development of science and technology and the
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spread of scientific and technical information, the importance of scientific and

technical translation is increasing day by day (bapxyxapos, 1970).

Scientific literature is concise and informative and has a logical presentation of
the material. Terms help to achieve accuracy and informativeness, so this is a feature

of scientific and technical terms.

One of the defining characteristics of scientific texts is that they are filled with
terms. According to research, in scientific texts, 25% is terminological vocabulary,

and 75% is general scientific and commonly used terminology (I'peaina, 2010).

The main components that present difficulties in translating it scientifically
technical terms. These difficulties include the lack of equivalence, and the national

variability of terms.

The success of the English language as a universal means of scientific
communication is related to the various professional opportunities provided to
scientists with access to scientific technologies and research methods for the
opportunity to sell your research work on the global scientific market. More and more

scientists want to communicate and publish their work in English.

Since today the Internet is the main means of disseminating information, it is
one of the important factors in the rapid process of globalization. It immediately
attracted the attention of scientists because it made it possible to share information

and scientific texts in electronic form.

Terminological means and concepts are an essential part of the action, which
ensures the appropriate industry level and the level of general communication of the
objects of this activity. The terms became most widespread in the field of particularly

active human activity related to electronic data processing.
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From the point of view of practical application, a big problem is the definition
of the concept of "cyber security", the understanding of which has an impact on the

formation of the circle of subjects of its provision at the national and interstate levels.

Recently, "cyber security" has become a widely used term. However, few
people understand its correct meaning. This can cause significant problems in the

field of translation of scientific texts.

The internationalization of cyber security terminology was ensured mainly by
English-language terminology due to several extralinguistic factors. (€Ewikeena,
2001: 54) Therefore, it is clear why so many borrowings in the field of cyber
security, with the prefix "cyber" have become so popular in the process of word

creation.

Such terms, which were previously used only in such areas as science, cyber
security, cyber defence, cyber terrorism, cyber security incident, cyber intelligence,

technological process management system, etc., received legal status.

According to the nominations, lexical and semantic groups of terminology in

the field of cyber security policy are distinguished: (Enikeena, 2001: 54)

- a group of subjects (subjects of cyber security, owners and managers

of critical infrastructure objects);

- group of objects (cyberspace, critical infrastructure object, cyber
defence objects, website, blog platform);

- a group of information, phenomena, and objects (information about a

cyber security incident, indicators of cyber threats, cybercrime);

- a group of actions and measures (ensuring cyber security; cyber
defence, prevention of cyber incidents, protection of national information

resources);
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- group of technological processes and means (technological process
management  system, information protection; implementation of

organizational and technical model of cyber protection (Enikeena, 2001: 54).

Translations of terms represent great difficulties when the main task of the
translation is to find an equivalent that will combine the content of the translated text

and the content of the original text.

In such cases, special attention should be paid to terms in special texts. To
achieve the translation equivalent, transformations between languages, and changes
of text components, i.e. translation transformations, are used. During the application

of transformations, transcoding, tracing, and modulation were covered.

Translation is a rather complicated and complex process of human activity. To
translate means to fully reproduce a concept expressed in one language through

another and reflect the original meaning, considering its form and content.

Cybersecurity — means, strategies, security principles and security guarantees
that can be used to protect the cybersphere, and resources of a particular organisation
or user. Organisational and user resources include connected computer devices,
personnel, infrastructure, applications, services and the entirety of transmitted or

stored information in the cyber sphere.

It should be noted that among other terminologies, English computer
terminology occupies a special place in linguistics. Its peculiarity is a significant
amount of borrowed vocabulary, and other semantic processes take place, such as the
semantic development of the meanings of previously existing words (narrowing and

expanding meanings).

Terminologists distinguish several types of terms in the vocabulary of any

industry: general, interdisciplinary, and highly specialised terms.
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General scientific terms are lexical units of a large semantic system, which
usually distinguish classification and category of a scientific concept of a general

industry nature and can function in texts of several fields.
Such as:
Activities - oisibnicme
threat - 3aepoza
organisation - opeanizayis,
process - npoyec
history - icmopis
Plan - naan
People — Jlioou
Supply — nonum

Interdisciplinary terms — can be in some similar and remote areas. Thus, cyber

security. Thus, cybersecurity terms have something in common with other sciences.
For example:
team (football team, cybersecurity team);
net (as network in IT area, net as a chart in economy);
component (security component, business component)

process (process in IT, business process).
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Highly specialised terms are the most informative, because they form the
system of a particular field, as they denote objects and concepts that are specific to

that sphere.
For example:

Cybersecurity workers
Security breach
Hackathons
Cyber-capable
Malware

Phishing

Ransomware

Malicious codes

© ©o N o o~ w D E

Cybersecurity team

10. Cyber-specific

As can be seen seen, cybersecurity terminology has broad and extensive
semantic connections with related terminologies, so it is impossible to draw a clear
line between it and others. When translating a cybersecurity text, one often
encounters such difficulties as synonymy in terms, their multiple meanings, and the

choice of translation method.
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1.3. Scientific discourse

The rendering of scientific and technical texts is an essential part of the fast-
changing technological world. Every day there is a new technical or scientific idea,

subject field term, or concept.

According to S. Ye. Maksimov, Main linguistic features of scientific and

technical texts are (Makcimos, 2016: 69):

- the use of numerous subject field terms, abbreviations and
acronyms; SIEM

- frequent use of asyndetic attributive groups of words: Space
Station Proposal Contest, Accelerated Information Processing
treatment, etc.;

- extensive use of newly created words (neologisms) and foreign
words, often of Latin or Ancient Greek origin;

- impersonality of expression, i.e. the use of phrases like: It is well
known that..., It is believed that..., One can mix an acid with alkali
to receive the necessary proportion, etc.;

- extensive use of the passive constructions;

- where argumentation so requires, texts in question are characterized
by use of direct references to various authors, direct quotations,
footnotes and cross-references;

- limited use of tropes and figures of speech (stylistic devices and
expressive means) (Maxkcimos, 2016: 69).

Here, we will analyse a fragment from a white paper on cybersecurity
in healthcare (LA, URL).


https://leadingage.org/cybersecurity-white-paper/#1.4
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The text under analysis belongs to the artefact text type. That is because
it changes the world directly by providing guidance the target audience. Just
like any other artefact text, it reflects the real world. The language in the text

performs an informative function.

The text is of scientific discourse. This is evident from the subject field
terms and different grammar patterns used in the text. If we analyse the text,
we can find a lot of cybersecurity terms like "Ransomware"”, "Firewalls",
"cyberthreats”, "SIEM" and so on. The text has a fixed structure and cliches

that are usual for artefact texts.

The text was taken from a white paper on cybersecurity in healthcare.
The text is aimed at healthcare workers and organizations, particularly those
involved in managing information security and compliance with regulations
like HIPAA (The Health Insurance Portability and Accountability Act of
1996). This is clear from the discussion of cyber threats, vulnerabilities, and

risk mitigation strategies.

The communicative aim of the textual information is to educate
healthcare involved with data security about cyber threats, provide guidance
on risk mitigation, and ensure compliance with relevant regulations to protect

sensitive data.

The structural level of text is ensured by lexical and semantic cohesion.

Lexical cohesion is implemented by repetition links, which are:
Simple lexical repetition: breaches — breach, cyberattack — cyberattacks

Complex lexical repetition: determine — determining, organisation —

organized

Simple paraphrase: Information security — protecting confidentiality,

perpetrator — criminal.
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Complex paraphrase: mitigate — reduce
Co-reference: firewall — gatekeeper.
Substitution: providers — they, information — it.

Grammatical cohesion and syntactical structure are ensured by sequence of
tenses: " Malware Deployment: Once in, the hacker may install some sort of
malicious software (such as malware or ransomware) to begin manipulating the
networks or system’s information. The malware may be either controlling or
destructive in nature, but the intent is to either steal information or use the malware as

ransom for payment before business systems become usable again” (LA, 0. 1.) .

The definite article in this case is used to specify particular concepts or
regulations, showing that they are unique or specific within context. The use of an
indefinite article indicates that the text is referring to general or unspecified instances

of certain concepts or practices.

Compound and complex sentences, as well as the use of conjunctions and

prepositions, ensure grammatical cohesion.

Semantic level establishes the macroproposition of the text: | (the author)

inform you (the reader) about the real world that can be a reality and change them.
4. Stylistic characteristics of the text are:

Strong positions of the text: "Cyberattacks are also very expensive, with the
average cost of a breach pegged at over $2.4 million in notification, forensics, legal

fees, and fines" (LA, 0. 11.).

"Knowing what to look for is key to preventing cyberattacks™ (LA, 6.

).


https://leadingage.org/cybersecurity-white-paper/#1.4
https://leadingage.org/cybersecurity-white-paper/#1.4
https://leadingage.org/cybersecurity-white-paper/#1.4
https://leadingage.org/cybersecurity-white-paper/#1.4

24

2) Weak positions: "While many types of cyberthreats exist, the top 10

most common threats for organizations are as follows..." (LA, 6. 1.).
"Some cyberattacks go completely undetected” (LA, 6. 11.).

Tropes: The text employs rhetorical devices such as repetition, enumeration,
and analogy to reinforce key points and make the information more accessible to the
reader. "The good news is that you can mitigate these vulnerabilities through a

variety of actions and technologies.”

"Planning your response to a threat before one happens can be invaluable™ (LA,

6. 1),

"Hackers are zeroing in on health care organizations that don’t have the proper

technical, physical, and administrative safeguards in place" (LA, 6. 1.).

The author used special vocabulary, that is specific to the field of cybersecurity
and healthcare, such as "cybersecurity,” "HIPAA," "breaches,” "threats,"

"vulnerabilities,” "risk mitigation," "compliance," etc.

In conclusion, we have analysed the discourse as a whole and have analysed a
text with cyber security terminology. The analysis of the discourse fully coincides

with the general characteristics of scientific discourse.

Conclusions to Chapter 1
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In the first chapter, the terms of lexicology and types of terminological
vocabulary, peculiarities of function of terms in the scientific literature were
studied. The study of this issue is of great interest since the increase in
linguistic terminology is related to the development of technology and the

expansion of scientific and technical knowledge and information.

A term is a unit of linguistic and professional knowledge that affects
the effectiveness of communication. Therefore, the translation of terminology

is of the most practical importance when translating scientific texts.

A term is currently defined as a special word and terminology as a
science that studies terms i.e. terminological system. Even though there are
many definitions of concepts of “terminology” and “term”, that are
characterised by common features, they have their peculiarities. This does not
prevent the science of terms from developing into an independent field of

study.

The issue of “term” and “terminology” has been a subject of scientific
studies for many decades. Most of the research is carried out in English and
Ukrainian, but modern linguistics has not yet found answers to all the
questions about it. The reason for this is the rapid development and dynamic

state of science, which constantly gives rise to new concepts and ideas.

One of the main difficulties in the translation of cybersecurity
terminology just like with any other type is commonly used vocabulary.
Sometimes it is difficult for a translator to identify the correct equivalent to

convey the term.

When translating cybersecurity texts, the following main problems
arise: polysemy, the choice of transformations, and highly specialised terms.
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CHAPTER 2.

SPECIFICS OF TRANSLATING CYBERSECURITY
TERMINOLOGY FROM ENGLISH TO UKRAINIAN.

2.1 Lexical transformations
(1) Server — cepsep; transliteration

"It might not be feasible to implement the right level of security with
some business processes that have been around for way too many years, and
you might not be able to patch every server for one reason or another™ (LA,
URL).

BnpoBamxkeHHss Halle)KHOTO piBHS Oe€3MeKd i JAesKUX Ol3Hec-
MIPOIIECIB, K1 ICHYIOTh BXK€ 0arato pokiB, MOXKE€ BUSBUTHCS HEMOXJIUBUM, 1

BH HE 3MOXETe 3 Ti€1 UM 1HIIOI MPUYNHA OHOBUTH BCl CEPBEPH.

An example of the use of the term system. In the process of translating
this term, the former lexical transformation of transliteration was applied:

cepBep
(2) Hacker — xaxep; transliteration

"After the damage is done, the hacker may take steps to cover up or

hide any evidence that the network or system was hacked at all" (LA, URL).

ITiciist HaHeCeHHS KO XaKep MOXKE BXKHTH 3aXO/IiB, 1100 IPUXOBATH

OyAb-K1 1I0Ka3H TOTO, 1[0 MEepexy abo cructeMy OyIio 371aMaHo.

In this example, the use of transliteration transformation when

rendering the cybersecurity term hacker is observed: xakep

(3) Code - koo, transliteration
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"This includes unauthorized or criminal use of electronic data, attacks

on networks and computers, and viruses and malicious codes" (CWD, URL).

Ile BKkIIOYa€ HECAaHKLUIOHOBaHE a00 3J0YMHHE BHUKOPUCTAHHS
CJICKTPOHHUX JIaHUX, aTaKd Ha MEPEXi Ta KOMIT'IOTEPH, a TaKOX BIPYCH Ta

MIK1UTAB1 KOJIH.

This example demonstrates the use of the cybersecurity term code.
During the process of translating this term, the transformation of

transliteration was employed: xox
(4) Computer - komn tomep;

"It is vitally important that computers, servers, and any other network-
connected devices (also known as Internet of Things (IoT) devices) such as
security cameras or appliances stay up to date with current software

operating systems, patches, and releases” (LA, URL).

Jyxe BaxiauBo, MO0 KOMI'IOTEPH, CEpBEpU Ta Oynb-sKl 1HII
NIJKIIOYEHI 10 Mepexl MPUCTPOi (TakoK BiAoMl sIK mpucTpoi [HTepHery
peueii (IoT)), Taki K kamepu crocTepekeHHs a00 MoOyTOBa TEXHIKa, 3aBXKI1
OyJM OHOBJIEHI OCTaHHIX BEpCIi OnepariiHuX CUCTEM, MaT4iB MPOTrPamMHOro

3a0€e31eYeHH.

The presented example shows us the cybersecurity term computer.
Transliteration transformation was applied when translating the term:

KOMIT'FOTEP.
(5) Internet — inmepnem;

"It is very important to critically evaluate how your organization
connects to the internet and how it filters traffic that passes from the internet
into your organization and vice-versa" (LA, URL).
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Jly’ke BaXJIMBO PpETENbHO IMpOoaHali3yBaTH, SK Ballla OpraHizamis
MmigKIIIoueHa 10 [HTepHeTy 1 K BoHAa 00poOisie Tpadik, M0 MPOXOIUTH 3

[HTEepHETY B Ballly OpraHi3allito 1 HaBMaKH.

An example of the use of the term Internet. In the process of translating

this term, the former lexical transformation of transliteration was applied:
(6) Monitoring — monimopine;

"Threat Monitoring - ldentify intrusion attempts quickly - before they

cause damage, access data, and/or proliferate” (BIT, URL).

MOHITOPUHT 3arpo3 - MIBUIKO BUSBIISTUTE CIIPOOW BTOPTHEHHS, IEPII
HDK BOHM 3aBAaAyTh WIKOJW, OTPUMAIOTh JOCTyNm 10 JaHux 1 / abo

PO3INOBCIOIKYBATHUCA.

Here during the translation of cybersecurity term monitoring the
transformation of transliteration was applied. So, the term was Transliterated

into Ukrainian.
(7) Firewall — ¢paepsour;

"Over the past couple of years, firewall technologies have significantly
evolved, and many industry experts are referring to these modern hardware

appliances as next-gen firewalls" (LA, URL).

3a ocTaHHI KUJIbKa POKIB TEXHOJOTII (haepBOJIIB 3HAYHO PO3BUHYJIHCS, 1
Oarato ekcnepTiB y Ii{ Traly3l Ha3UBaKOTh LI Cy4acHi MPOTpaMHI MPUCTPOT

(dhaepBoOIaMU HOBOT'O IMMOKOJIIHHS.

An example of a cybersecurity term firewall. During the process of
translation, the term firewall was rendered into Ukrainian by means of lexical

unit paepsosn. So, transcription transformation was applied here.
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( 8) Phishing - giwune;

"One of the most susceptible paths to a data breach can be through
phishing e-mail attempts, or even more targeted spear phishing attempts™
(LA, URL).

OparM 3 HAWOUTBIN BpPa3NMBUX MUISIXIB Ui BUTOKY IaHUX MOXYTh
Oyt crpobu (QIMMHTY €JIEKTPOHHOK TOIITOK a00 HaBiTh OUIBII

[IJIECIPSIMOBaH1 CIPOOH (IITUHTY 31 CIIUCOM.

The example displays the employment of transcription transformation
since terminological unit phishing was rendered employing lexical unit

¢immnr. So, the terminological unit was Transcribed into TL.
(9). website — se6-catim,

"Reputation can also be compromised when an organization’s website
is attacked and the site’s content is changed, or a denial of service prevents

consumers from accessing the website” (LA, URL).

Penyraiisi Takox Moxke OyTH MiAipBaHa, KOJM BeO-callT opranizailii
3a3HA€ aTakW 1 HOro BMICT 3MIHIOEThCS, a00 KOJIM BIJIMOBa B OOCIYTrOBYBaHH1

MEPEIIKOKAE CIIOKMBAaUYaM OTPUMATH JIOCTYII IO BEO-CauTy.

The example displays the employment of transcription transformation
since the terminological unit website was rendered by means of lexical unit

BeO-caiit. S0, the terminological unit was Transcribed into TL.
(10) Web browser — e6-6paysep;

"A drive-by download is accomplished by taking advantage of the
default nature of a Web browser to execute mobile code, most often

JavaScript, with little to no security restrictions" (Kpyus, 2010).
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[ToeTanmHa 3aBaHTaXCHHS JOCSTAETHCS 3aBISKH BUKOPHUCTAHHIO BEO-
Opay3epa 3a 3aMOBYYBAaHHSIM JIJII BUKOHAHHS MOOUTBHOTO KOy, HaifdacTiIe

JavaScript, mpakTHaHO 6€3 0OMEKEHb OE3MEeKH.

The example displays the employment of transcription transformation
since terminological unit web browser was rendered by means of lexical unit

BeO-Opay3ep. So, the terminological unit was Transcribed into TL.
(11) Provider — nposatioep;

"Many providers are allowing residents, guests, visitors, and
contractors onto their network, whether physically connected or connected
through Wi-Fi" (LA, URL).

bararo mpoBaiiiepiB J03BOJISIOTh JKHTEISIM, TOCTSAM, BiABIIyBauaMm i
MIIPSTHAKAM TIKII0YATUCS 10 CBOET MEPEXK1, HE3aJIekKHO Bl TOro, (i3UYHO

BOHH MIAKIIIOUEH] a00 miaKitoueHi yepe3 Wi-Fi.

The example displays the employment of transcription transformation
since terminological unit provider was rendered by means of lexical unit

nposaiinep. So, the terminological unit was Transcribed into TL.

(12)User — ro3ep;

"These optimal systems are user-friendly, accessible, and provide
enough breadth to aid users in gaining a complete picture of the entire

workforce" (Kpyus, 2010).

[li onTuManpH1 CUCTEMU 3pY4HI IS 103€pa, HOCTYIHI 1 3a0€3MeUyI0Th
JIOCTAaTHIN 00cCsT, MO0 JTOMOMOITH [03€paM OTPUMATH MOBHE YSBJICHHS MpPO

BCE pE3EpBI.
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The example displays the employment of transcription transformation
since terminological unit user was rendered by means of lexical unit ro3ep.

So, the terminological unit was Transcribed into TL.
(13) File - ¢haiin,

"That way, the firewall can routinely receive definition update files on
current cyberthreats and seek to actively monitor or block that malicious

content and/or sites from passing through the firewall” (LA, URL).

Takum uuHOM, (aepBOI MOXKE PETYIIPHO OTpUMYyBaTH Galau 3
OHOBJICHHSIMM IOJAO IIOTOYHMX KiOep3arpo3 1 Hamaratucsi aKTUBHO
BIICTEXXYBaTu a0o0 OJIOKyBaTHM WIKIAJMBUN BMICT Ta/ab0 calTu Bif

MPOXOJIKEHHS uepe3 Opanamayep.

The example displays the employment of transcription transformation
since terminological unit file was rendered by means of lexical unit ¢aiin. So,

the terminological unit was Transcribed into TL.

(14) DosS attack - DoS-amaxa;

"Malicious denial of service (DoS) attack degrading network

performance and affecting operations™ (LA, URL).

DoS - aTaku, 110 3HIWXKYIOTh IPOAYKTUBHICTh MEpPEXKI Ta BIUIMBAIOTh Ha

po6OTY, MPU3BOAATH JI0 MOTIPIIEHHS AIKOCTI 00CIYTOBYBaHHS.

The example displays the employment of transcription transformation
since terminological unit DoS attacks was rendered by means of lexical unit
DoS-araku. So, the terminological unit was Transcribed into TL.

(15) Botnet — 6omnem,
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"Sophisticated cyberattacks may use zombie botnets (a network of
compromised computers running malicious code repetitively), or other
viruses and worms, to destroy digital fingerprints and other forensic evidence
of infiltration” (LA, URL).

ITlin yac cknagHUX KiOepaTak MOXYTh BHKOPHUCTOBYBATHCS 30MOi-
O0oTHeTH (Mepeka CKOMIIPOMETOBAHHMX KOMIT'IOTEPiB, Ha SIKUX TOBTOPHO
BUKOHYETHCS IIKIVIMBHA KOA) ab0 1HII BipycH 1 XpoOakw, M00 3HUIIUTH

uM(ppoBI BIIOUTKHU MaJbIIB Ta 1HII JOKAa3U 3JI0MY.

The example displays the employment of transcription transformation
since the terminological unit botnet was rendered by means of the lexical unit

oorHert. SO, the terminological unit was Transcribed into TL.
(16) Patch — namu.

"Device management software utilities can help organizations maintain
inventories of hardware devices, configuration statuses, and deployment of

available releases, patches, and updates” (LA, URL).

[Iporpamui 3abe3nedeHHsT I KEPYBaHHS MPUCTPOSIMH MOXKYTh
JOTIOMOITH OpraHi3alisiM BECTH I1HBEHTAPHU3ALI0 amapaTHUX MPUCTPOIB,
CTaTyciB KOH(QIrypauiii Ta po3ropTaTd MAOCTYIHI BHUITYCKHM, @aTdl Ta

OHOBJICHHAI.

The example displays the employment of transcription transformation
since terminological unit patch was rendered by means of lexical unit maru.

So, the terminological unit was Transcribed into TL.

(17) Information Security - inghopmayitina 6es3nexa;
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"Long-term and post-acute care is often at an even greater risk,

because this sector’s information security is less mature than acute care’s"

(LA, URL).

JloBrotpuBanuii Ta peaOLTITAIlIfHUIA MOTJSA YacTO MIJIAETHCS IIe
OUTBIIIOMY PHU3UKY, OCKIUIbKM 1H(OpMaIliiiHa Oe3rexka B LbOMY CEKTOpl €

MEHIII PO3BUHEHOI0, HIXK Y cdepi HEBIIKJIATHOT MEIMYHOT TOTIOMOTH.

This sentence demonstrates the use of the cybersecurity term
Information security. The terminological unit was rendered utilizing lexical
unit indpopmarriiina 6e3neka. The term was translated into Ukrainian by means

of loan translation.
(18) Cyber-specific - kibepcneyugiunuil.

"Non-technical skills are not cyber-specific — each organization will
need to decide which non-technical skills are valued in their workforce"
(CWD, URL).

HerexHiuHl HaBUYKH HE € KiOepcrnenu(piYHUMU - KOXHA opraHizarlis
MOBMHHA BUPIMIMTH, SKI CaM€ HETEXHIYHI HAaBUUYKH IIHYIOTbCS B iXHIX

KaJipax.

This sentence demonstrates the use of the cybersecurity term cyber-
specific. The terminological unit was rendered as xibepcneyughiunuii. The
term was translated into Ukrainian by means of loan translation

(morphological calque).
(19) Security breach — nopywenns 6esnexu;

"News of a health care security breach or ransomware incident has

become almost commonplace, as hackers are becoming increasingly
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proficient in detecting and exploiting security vulnerabilities in IT security in

health care and other organizations” (LA, URL).

HoBunu npo nopymieHHst 6e31neku B cepi OXOPOHH 370poB'st abo Mpo
IHITUACHTH 3 TpOorpaMaMH-BUMaradamM CTIA Maike 3BUYHHUM SBHUIIEM,
OCKUIBKM XaKepu CTaloTh BCE OUIBII JOCBIMYEHUMU Yy BHUSBJICHHI Ta
BUKOPHUCTaHHI Bpa3nuBoOcTe B cuctemi IT-Oe3mexku B MEIUYHUX Ta IHIIHUX

opraHizarisx.

This sentence demonstrates the use of the cybersecurity term Security
breach. The terminological unit was rendered as mopymieHHst 6e3neku. The
term was translated into Ukrainian by means of loan translation (semantic

calque).

(20) Data theft — kpaoiocka oanux;

"Data theft could also occur internally when an employee transfers
sensitive data to cloud storage or portable storage, like a USB stick™ (LA,
URL).

Kpanixkka qaHux Moke TakoX BiOYBaTHCS BCEpEAUHI KOMITaHii, KOJIU
MpaliBHUK TEepeae BaXJIMBI JaHl B XMapHE CXOBUIIE a00 Ha MOPTATUBHUI

Hoc1H, Hanpukiaa, USB-HakonuuyBay.

This sentence demonstrates the use of the cybersecurity term Data theft.
The terminological unit was rendered into Ukrainian as kpamixkka ganux. SO,
the term was translated into Ukrainian by means of loan translation (semantic

calque).

(21) Cyber Resilience — kibep-cmitikicme;
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" The concept of cyber resilience acknowledges that hackers may have
innovative tools and approaches plus the element of surprise, but it aims to
maintain the organization’s ability to deliver the intended outcome at all

times despite those disadvantages.” (LA, URL).

Konmenitis kibep-cTIMKOCTI BU3HAE, IO XaKepH MOXYTh MaTH
1HHOBAIIIMHI 1THCTPYMEHTH Ta IMIJIXOIH, a TaKOXK €JIEMEHT HECIOJIIBaHKH, aje
BOHA CIPSMOBaHA Ha MIATPUMKY 3JaTHOCTI OpraHi3ailii 3aBXIu JOCATATH

3aIIAaHOBAHOTO PE3yIbTaTy, HE3BAXKAK04YX Ha I1€.

This sentence demonstrates the use of the cybersecurity term Cyber
Resilience. The terminological unit was rendered as xibGep-crilikictb. The

term was translated into Ukrainian by means of loan translation (calque).
(22) Cybersecurity — xibepoesnexa;

"Cybersecurity consists of technologies, processes, and measures that
are designed to protect systems, networks, and data from cybercrimes" (LA,
URL).

KiGepbesmeka ckiamaeTbcss 3 TEXHOJOTIM, TPOIECIiB 1 3axOjiB,

MPU3HAYEHUX JIJISl 3aXUCTY CUCTEM, MEPEXK 1 IaHUX BiJ] KIOEP3JIOUHHIB.

This sentence demonstrates the use of the specialized term
cybersecurity. The terminological unit was rendered utilizing the lexical unit
kibepOesneka. The term was translated into Ukrainian by means of loan

translation (morphological calque).
(23) Risk profile — npoghine puzuxy.

"Highlight key technology, tools, and IT capabilities to attract the right
cybersecurity talent for your organization’s Specific risk profile from page
four of this kit" (CWD, URL).
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Ha wuerBeptiii CTOpiHII IILOTO TOCIOHMKAa BH 3HAWJETE KIIOYOBI
TEXHOJIOT1i, 1HCTpyMeHTH Ta [T-MOXIMBOCTI I 3adydeHHS TaJaHOBUTHX
Kibep-(axiBIliB, SKI BIAMOBIAAIOTh KOHKPETHOMY MPO(MUII0 PU3UKY Balloi

opraHizartii

This sentence demonstrates the use of the cybersecurity term risk
profile. The terminological unit was rendered utilizing lexical unit npogine
pusuxy. The term was translated into Ukrainian by means of loan translation

(calque).
(24) Cybersecurity professional — kibep-ghaxiseys.

"Cybersecurity professionals have unique skills, are in short supply,

and are vital to our nation’s security” (CWD, URL).

Ki6ep-daxisi BOJIOJIIIOTH YHIKaJIbHUMHU HAaBUYKaMHU, €
MaJIoIOCTYITHUMH Ta MAIOTh KUTTEBO BAXKIMBE 3HAUCHHS ISl O€3MEKH HaIoi

KpaiHu.

This sentence demonstrates the use of the cybersecurity term
Cybersecurity professional. The terminological unit was rendered utilizing
the lexical unit xibep-gaxiseys. The term was translated into Ukrainian by

means of loan translation (morphological calque).
(25) Cyberthreat — kibepzaeposa;

"Despite there being so many types of cyberthreats, they have a pretty
routine anatomy" (LA, URL).

He3Baxatoun Ha Te, 110 ICHye Tak Oarato BHUAIB KiOep3arpo3, BOHH

MarOTb 1OCUTh PYTHUHHY CTPYKTYPY

This sentence demonstrates the use of the cybersecurity term

cyberthreat. The terminological unit was rendered utilizing the lexical unit
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kibepszacpoza. The term was translated into Ukrainian by means of loan

translation (morphological calque).
(26) Work Roles — Poboui poni

"Choose from the Work Roles (found in the Workforce Framework) for

each position that performs cybersecurity work™ (CWD, URL).

Bub6epits 3 Po3ainy "Pob6oui poni" (nuB. "CTtpykTypa nepconany'") ais

KOJKHOI 1T0CajI, ika BUKOHYE pOOOTY 3 KiOepOe3IeKHy.

This sentence demonstrates the use of the cybersecurity term Work
Roles. The terminological unit was rendered utilizing lexical unit Poboui
Pozni. The term was translated into Ukrainian by means of loan translation

(calque).
(27) Planning capability - moorcrusicmo nnanysanns.

"Each organization is unique. Some may not need their workforce

planning capability to reach the Optimizing state" (CWD, URL).

KosxHa opranizanis yHikanbHa. JlesIkuM 3 HUX MOXE€ HE 3HaJ0OUTHCS

MO>KJIMBICTh TUIAHYBaHHS IEPCOHAIY, 11100 TOCATTH CTaHy ONTHUMI3allii.

This sentence demonstrates the use of the cybersecurity term planning
capability. The terminological unit was rendered utilizing lexical unit
MOXITUBICT TuIaHyBaHHs. The term was translated into Ukrainian by means

of loan translation (calque).
(28) de-militarized zone - deminimapuszosana 3ona

"In situations where the approach you want is not feasible, you might

be able to build out an isolation network/sub-network also known as de-
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militarized zone (DMZ), which is isolated physically or logically from the rest

of the organization’s network™ (LA, URL).

VY cutyanisx, KOJIM Takui NiAX1J HEMOXKJIMBUM, BU MOXKETE CTBOPUTH
130JIS1HY MepexXy/MIIMEPEKy, TaKOoXK BIIOMY K JEMUTITapU30BaHa 30HA

(AM3), sxa ¢i3uano a6o JloriyHo 130J1bOBaHA BiJl PEIITH MEPEXkK1 OpraHizarlii.

This sentence demonstrates the use of the cybersecurity term de-
militarized zone. The terminological unit was rendered utilizing lexical unit
JeMiiTapu3oBaHa 30Ha. The term was translated into Ukrainian by means of

loan translation (calque).
(29) Cyber risks — kibep-puzuxu.

"While your current risk management tools may have worked in the
past regarding security issues, it is plausible to ask if they suffice to manage
the cyber risks of today and the future" (CGE, URL).

Xoua Bailll MOTOYHI 1HCTPYMEHTH YMPABIIHHS PU3UKAMHU, MOXIHUBO,
MpaloBajd B MUHYJIOMY I10JI0 TUTaHb O€3MEKH, ILJIKOM JIOTIYHO 3aluTaTH,
Yl JIOCTaTHbO 1IX JUIA YHPaBIiHHA KiOep-pu3MKaMH CHOTOAHI 1 B

MaiOyTHHOMY.

This sentence demonstrates the use of the cybersecurity term cyber
risks. The terminological unit was rendered utilizing a lexical unit xiGep-
pusuku. The term was translated into Ukrainian by means of loan translation

(calque).
(30) Information Space — ingpopmayitinuii npocmip.

"Information Space is any medium, through which information is c

created, transmitted, received, stored, processed or deleted” (CTF, URL).
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[adopmartiitnuii mpoctip - 1e OyAb-SIKUN HOCIH, 32 TOTOMOTOIO SIKOTO
iHhoOpMaIlisi  CTBOPIOETBHCS, TIEPENAETHCS, OTPUMYETHCSA, 30epiraeThcs,

00poOsETHCS A00 BUIATISIETHCA.

This sentence demonstrates the use of the cybersecurity term. The
terminological unit Information Space was rendered utilizing lexical unit
indopmMmarririnuii npoctip. The term was translated into Ukrainian by means of

loan translation (calque).
(31) cloud-based — xmaprnuii.

"With cloud-based cyber threat intelligence, N-Sentinel quickly
identifies and analyzes threats” (N-d, URL).

3aBIsAKM XMapHii CHUCTeMi MOHITOpUHTY KiOep3arpo3 N-Sentinel

MBUAKO BUABJIAC Ta aHaJIi3y€ 3arpo3u

This sentence demonstrates the use of the cybersecurity term. The
terminological unit was rendered utilizing lexical unit. The term was

translated into Ukrainian by means of loan translation (calque).
(32) Webpage — se6-cmopinka.

"A typical next-gen firewall will have Application Layer (Layer 7)
networking capabilities including mail, file, and webpage protocols, as well

as cyberthreat subscription services" (LA, URL).

TunoBuii (aepBon HACTYMHOrO TOKOJIIHHS MaTUME MEpEeXkKeBl
MO>KJIMBOCTI TIPUKJIATHOTO PiBHS (PIBEHH 7), BKIIOUYAIOUN MPOTOKOJIN TOIITH,

(aiiiB 1 B€O-CTOPIHOK, a TAKOXK CEpBICH MIAMKUCKU Ha KiOep3arpos3u.

An example of a terminological unit webpage. The unit was rendered
by application of zero transcoding transformation, taking into account that in

the Tl version, the variant Be6-cTopinka was applied.
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(33) Cybersecurity teams — epynu 3 kibepbesnexu.

"As you take inventory of your cybersecurity staff skills, also consider
the following recommended characteristics of high-performing cybersecurity
teams" (CWD, URL).

ITin yac iHBeHTapH3allii HABUUOK BAIIOTO MEPCOHANTY 3 KiOepOe3neku
TaKO)X  BpPaxOBYWTE€  HACTYyMHI  PEKOMEHJOBaHI  XapaKTEPUCTUKH

BHUCOKOE(DEKTUBHUX TPYM 3 KiOepOe3neKH.

An example of the terminological unit cybersecurity teams. During the
process of rendering into TL the transformation of differentiation was applied.

The Ukrainian variant of rpynu 3 kibep6e3neku was chosen.
34) Trojan horse — mposn.

"Trojan horse—a malicious device program that hides inside other

programs and provides access to that device" (EAT, URL).

TposiH - mIKiyIMBa Mporpama JJjisi IPUCTPOIO, SIKa XOBAETHCS B THIIUX

mporpamax i HaJja€e JI0CTYM JI0 IIbOTO MPUCTPOIO

An example of the terminological unit trojan horse. During the process
of rendering into TL the transformation of differentiation was applied. The

Ukrainian variant of Tposta was chosen.
(35) Ransomware — npoepama-eumazcay;

"A ransomware attack is a great example where up-to-date backups
would come in handy" (LA, URL).

ATaku TmporpamM-BUMaraviB - 4YyJOBMM NPHUKIAA, KOJM aKTyallbHI

pe3epBHI KOMii CTaHyTh Y HArOi.
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In the framework of translating terminological unit ransomware, the
transformation of modulation was applied, taking into account the fact in the

Ukrainian version, the variant mporpama-sumarau was applied.
(36) Data breach — sumix oanux

"Additionally, policies and procedures can assist organizations if or
when a data breach occurs" (LA, URL).

Kpim Toro, cuctemu Ta nporeaypu MOXKyThb JTONOMOITH OpraHi3alism,

SKIIIO a00 KOJIM CTAaHETHCS BUTIK JaHUX.

In the framework of translating terminological unit data breach, the
transformation of modulation was applied, taking into the account the fact in

the Ukrainian version, the variant sutik nanux was applied.
(37) Anti-virus software - aumusipycue 113

"It is no longer adequate to appoint a HIPAA Security Officer and
install anti-virus software on your network and think you are adequately

protected against cyberthreats” (LA, URL).

binpme He M0CTaTHRO MPHU3HAYUTH BIAMOBITAIBHOTO 3a OE3MEeKy
HIPAA, BctanoButu anTuBipycHe [13 y Bamiii mMepexi 1 BBaXKaTu, 10 BU

aJICKBaTHO 3aXHIIEHI Bij Kibep3arpos.

In the framework of translating terminological unit anti-virus software,
the transformation of modulation was applied, taking into the account the fact

in the Ukrainian version, the variant antusipycue I13 was used.
(38) Local area network — roxanrvna mepesica,

"Equally important is evaluating how your organization segments
internal local area network (LAN) traffic" (LA, URL).
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He MeHII BaXJIMBO OLIIHWTH, SIK Ballla OpraHi3allisi cerMeHTye Tpadik

BHYTPIIIHBOI JIOKaIbHOI Mepexi (LAN).

In the framework of translating terminological unit Local area network,
the transformation of modulation was applied, taking into the account the fact

in the Ukrainian version, the variant jokaiasHa Mepeska was applied.

After analyzing the presented examples, the use of the following lexical
transformations during the process of rendering terminological units of

cybersecurity in scientific discourse are observed:
Transliteration — 6 — 12%
Transcription — 10 — 20%
Loan translation(calque) — 15 — 30%
Zero transcoding — 1 — 2%
Differentiation — 2 — 4%

Modulation — 4 — 9%

2.2 Grammatical transformations

(39) Worm — mepeorcesuii ueps'six.

"Worm a device program that spreads without user interaction and
affects the stability and performance of the ICS network" (EAT, URL).
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MepexeBuil 4epB'aK - 1€ IporpaMHe 3a0€3MeUCHHS, IKE MOITUPIOEThCS
0e3 BTpy4aHHs KOPUCTyBada 1 BIUIMBAE HAa CTAOUIBHICTH Ta MPOMYKTHBHICTH

mepexi ICS.

The sentence represents the use of a terminological unit worm, in which

the transformation of addition was applied to correctly render the meaning.
(40) Data Loss Prevention - cucmema zaxucmy oanux 8i0 6umoxy.

"Technologies such as data loss prevention (DLP) provide some
protection against data theft" (LA, URL).

Taki TexHoJIOTIi, K cucTeMma 3anobOiraHHs BTpaTi gaHux (DLP),

3a0€31euyI0Th IIEBHUM 3aXUCT B1Jl KPAJAKKU JTAHUX.

The sentence represents the use of a terminological unit Data Loss
Prevention, in which the transformation of addition was applied to correctly

render the meaning.
(41) Spyware — wnueyncoka npocapma.

"Spyware—a device program that changes the configuration of a
device" (EAT, URL).

[InuryHceke mnporpamHe 3a0e3MeueHHsl - Mporpama, sika 3MIHIOE

KOH(DIiryparrito mpucTporo

The sentence represents the use of terminological unit spyware, in
which the transformation of addition was applied to correctly render the

meaning.

(42) Advanced persistent threat - nocmiiina 3acpoza nidsuwernoi

CKIIAOHOCMI.
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"An advanced persistent threat (APT) is a set of stealthy and
continuous computer hacking processes, often orchestrated by a person or

persons targeting a specific organization or entity" (LA, URL).

[TocriitHa 3arpo3a migBumieHoi ckiaagHocTi. (APT) - me CyKymHICTh
OPUXOBaHUX 1 Oe3MepepBHUX MPOIECIB KOMM'IOTEPHOTO 3JIaMy, YacTo
OpraHi3oBaHUX 0C00010 200 oco0aMM, HAIIJICHUMX HAa KOHKPETHY OpraHizarlito

a0o0 MAMPUEMCTBO.

The sentence represents the use of a terminological unit Advanced
persistent threat, in which the transformation of addition was applied to

correctly render the meaning.
(43) Cybersecurity Awareness — obiznanicmo 3 numats Kibepoe3nexu,

"Over the years it has grown into a collaborative effort between
government and industry to enhance cybersecurity awareness, encourage
actions by the public to reduce online risk and generate discussion on cyber

threats on a national and global scale” (CISA, URL).

3 pokaMu Il 3axij TMEepPEeTBOPHUBCSA Ha CHUIBHY pPOOOTY ypsady Ta
MPOMUCIIOBOCTI, CHOpPSIMOBAHY Ha MIABUINECHHS OO0I3HAHOCTI 3 TIUTaHb
Ki0epOe3neKku, 3a0X04YeHHs /il TPOMaJChKOCTI 100 3MEHIICHHS PU3UKIB B
[aTepHeTI Ta OOrOBOpEHHS KiOep3arpo3 Ha HaIllOHAIHHOMY Ta TJI00ATBLHOMY

PIBHSX.

A terminological example cybersecurity awareness was rendered as
o0i3HaHICTh 3 mUTaHb KiOepOesmeku. Transformation of transposition was

applied in this case, as the word order was changed.

(44) Data Protection Officer - cneyianicm 3 3axucmy oanux,
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"The European General Data Protection Regulation (GDPR) also calls
for the mandatory appointment of a Data Protection Officer (DPO) for any
organization that processes or stores large amounts of personal data, whether

for employees, individuals outside the organization, or both™ (CGE, URL).

€pponelicbkuii 3aranpHuil Permament mnpo 3axuct gaHux (GDPR)
TaKOXX BHUMarae OOOB'SI3KOBOTO MPU3HAYECHHS CHEIlalicTa 13 3aXUCTy JaHUX
(DPO) nnst 6ynp-saxoi opranizariii, sika 00po0isie abo 30epirae BeIuKi 00CATH
MePCOHAIBHUX JaHUX, OyIb TO CIIBPOOITHHKIB, 0Ci0, IO HE BXOAATH IO

CKJIaJly opraHizailii, a0o THX 1 IHIIIHUX.

A terminological example Data Protection officer was rendered as
criemiajiicT 3 3axucty maHux. Iransformation of transposition was applied in

this case, as the word order was changed.

(45) Security Incident and Event Management - Cucmema peecmpayii

nopyuieHs be3neku ma KepysaHHs noOiaMuU.

"Because of the advanced capabilities of modern next-gen firewalls,
many organizations are choosing to also implement security incident and

event management (SIEM) logging system"” (LA, URL).

3aBASKA PO3IMIMPEHUM MOMIJIMBOCTSIM CyYacHHX (PaepBOJIiB HOBOTO
MOKOJIIHHS, 0araTo opraHizaimiii BUPINIYIOTh TaKOX BIPOBAIUTA CUCTEMU

peecTpaiiii mopyiieHs 0e3nexu Ta kepyBaHHs nouiid (SIEM).

A terminological example cybersecurity awareness was rendered as
o0i3HaHICTh 3 mUTaHb KiOepOesmeku. Transformation of transposition was

applied in this case, as the word order was changed.

(46) Intrusion detection systems - Cucmemu eusisnenms emoprens.
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"Nowadays, edge routers with full unified threat management (UTM)
functions have embedded anti-virus along with intrusion detection system
(IDS) even routing and intrusion prevention (IPS) functionalities to provide a

robust on-premises network"” (LA, URL).

CphorogH1 MEX€EB1 pOyTepH 3 MOBHUM HabopoM GyHKIIIH yHI(PIKOBAHOTO
ynpasmiHHsa 3arpo3amu (UTM) matoTe BOyAOBaHHMIT aHTHBIpYC, a TaKOX
cucremy BusBlieHHs BToprHeHb (IDS) 1 HaBiTh QyHKIIT MapmipyTuzamii Ta

3ano0OiranHs BroprueHHsAM (IPS), mo 3a0e3nedye HaniiHy JOKaJIbHY MEPEXKY.

A terminological example Intrusion detection system was rendered as
CUCTEMH BUsBIICHHS BTOprHeHb. |ransformation of transposition was applied

in this case, as the word order was changed.
(47) IP Address Overview - Ingpopmayis npo IP-adpecu.

"IP Address Overview — This section shows the top internal and
external source IP addresses that caused incidents as well the destination IP
addresses"” (N-d, URL).

Indopmanis nmpo IP-aapecu - Lel po3ain mokazye OCHOBHI BHYTPIIITHI
Ta 30BHIIHI [P-aapecu mxepen, Kl CIPUYUHWIM MOPYLIEHHS, a Takox [P-

aZpecH OJIepKyBaviB.

A terminological example IP Adress Overview was rendered as
Indopmaris npo IP-agpecu. Transformation of transposition was applied in

this case, as the word order was changed.
(48) Zero Day Attacks — Amaxu Hynvosozco J{us.

"A zero day attack refers to a hole in a software application or

operating system that is unknown to by the software vendor" (LA, URL).
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ATaka HyJbOBOTO JHS - 1I€ BPa3JIMBICTh y MPOTrPaMHOMY 3a0€3MeUeHHI
abo omepauidHid cucTeMi, MPO SKy HE 3HAE BUPOOHHUK MPOTPAMHOIO

3a0€e31eueHH.

A terminological example Zero Day Attack was rendered as Artaku
HynwoBoro dus. Transformation of transposition was applied in this case, as

the word order was changed.

Following the analysis of the presented examples, the use of the
following grammatical transformations during the process of rendering

terminological units of cybersecurity in scientific discourse are observed:
Addition - 4 — 9%

Transposition — 6 — 11%

2.3 The use of lexical-grammatical transformations
(49) Brute-force attacks - amaxu memooom niobopy napons

“In a brute force attack, automation software is used to generate a large
number of consecutive guesses in a short amount of time to guess at the value of
desired data™ (LA, URL)

[Ipu artami metogoM MIAOOPY MApONI0 BUKOPUCTOBYETHCS MPOTpaMHE
3a0e3neyeHHs AJi1 aBTOMaTH3allii, IKe TeHEPY€E BEIUKY KIIbKICTh MPUOIU3HUX CIPOO

32 KOPOTKUH MTPOMIXKOK 4acy, oo 310ragaTucCs Mpo 3HaYEHHS MOTPIOHUX JTaHHX.

An example of the terminological unit Brute-force attack was rendered into
Ukrainian as araku  MeTtogoM  migbopy mapoms.  Here,  descriptive

translation(explication) transformation was applied, since the term was explicated.

(50) network access control — cucmema xonmponio docmyny 0o mepesnci.
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"Many organizations are finding an incredible benefit in network access
control (NAC) solutions. NACs provide a path for intended users to onboard trusted
devices to the appropriate network, using a host of authentication methods™ (LA,
URL).

barato oprasizaiiii 3HaxoAITh HEHMOBIpHI TIepeBard B CHCTEMax KOHTPOJIIO
noctyny no mepexi (NAC). NAC HajgaioTh LUIOBUM KOPUCTYBadyaMm JOCTYI 1O
JOBIpEHUX TMPHUCTPOIB Yy BIAMOBIIHIA MeEpeKi, BUKOPUCTOBYIOUM O€3Ji4 METOIIB

pO3MI3HaBaHHs Ta aBTEHTU(DIKALII].

An example of the terminological unit Brute-force attack was rendered into
Ukrainian as arakm MeromoM  mijgbopy mapoins. Here,  descriptive

translation(explication) transformation was applied, since the term was explicated.

Following the analysis of the presented examples, the use of the following
grammatical transformations during the process of rendering terminological units of

cybersecurity in scientific discourse is observed:

Descriptive translation -2 -4%

Conclusions to Chapter 2

The second part of the paper deals with the analysis of the peculiarities of
translating English cybersecurity terms into Ukrainian (based on the material of the

English scientific discourse).

In the framework of the analysis, the use of the following transformations was
identified while translating cybersecurity terminology of scientific discourse: Lexical
transformations: Transliteration, transcription, loan translation, zero transcoding,
differentiation, and modulation. Grammatical transformations: addition;

transposition. Lexical and grammatical transformations: descriptive translation.
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In the result of statistical analysis, the following results were obtained:
transliteration was used in 12 % of examples; transcription was applied in 20 % of
examples; loan translation (calque) was used in 30 % of examples; Zero transcoding
was used in 2 % of examples; differentiation was used in 4 % of examples:
modulation was used in 9 % of examples; addition was used in 9 % of examples;
transposition was used in 11 % of examples; descriptive translation was used in 4 %

of examples.
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CONCLUSIONS

In the first chapter, the terms of lexicology and types of terminological
vocabulary, peculiarities of function of terms in the scientific literature were
studied. The study of this issue is of great interest since the increase in
linguistic terminology is related to the development of technology and the

expansion of scientific and technical information.

A term is a unit of linguistic and professional knowledge that affects
the effectiveness of communication. Therefore, the translation of terminology

is of the most practical importance when translating scientific texts.

A term is currently considered and defined as a special word and
terminology as a science that studies terms i.e. terminological system. Even
though there are many definitions of concepts of “terminology” and “term”,
that are characterised by common features, they have their peculiarities. This
does not prevent the science of terms from developing into an independent
field.

The issue of “term” and “terminology” has been studied for many
years. Most of the research is carried out in English and Ukrainian, but
modern linguistics has not yet found answers to all the questions about it. The
reason for this is the rapid development and dynamic state of science, which

gives rise to new concepts.

One of the main difficulties in translation is commonly used
vocabulary. Sometimes it is difficult for a translator to find the right
equivalent to convey a concept. When translating cybersecurity texts, the
following main problems arise: highly specialised terms, polysemy, and the

choice of translation method.
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The second part of the paper deals with the analysis of the peculiarities
of translating English cybersecurity terms into Ukrainian (based on the

material of the English scientific discourse).

In the framework of the analysis, the use of the following
transformations was identified while translating cybersecurity terminology of
scientific discourse: Lexical transformations: Transliteration, transcription,
loan translation, zero transcoding, differentiation, and modulation.
Grammatical transformations: addition; transposition. Lexical and

grammatical transformations: descriptive translation.

In the result of statistical analysis, the following results were obtained:
transliteration was used in 12 % of examples; transcription was applied in 20
% of examples; loan translation (calque) was used in 30 % of examples; Zero
transcoding was used in 2 % of examples; differentiation was used in 4 % of
examples: modulation was used in 9 % of examples; addition was used in 9 %
of examples; transposition was used in 12 % of examples; descriptive

translation was used in 4 % of examples.

It was found that the most common transformation of translating
cybersecurity terminology of scientific discourse is the loan
translation(calque), as it was used in 30 % of the examples. Also common are:
the transformation of transcription, which was used in 20% of examples;
transformation of transliteration, which was applied in 12% of examples; and

transformation of transposition, which was employed in 11% of examples.

The less common are the following transformations: modulation which
was in 9% of the examples and the transformation of addition, which was also
applied in 9% of the examples. The least common are the following
transformations: the transformation of differentiation which was used in 4%

of examples; the transformation of descriptive translation, which was used in
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4% of examples: and the transformation of zero transcoding, which was used

only in 2% of the examples.
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ANNEX

English

Ukrainian

1. "It might not be feasible
to implement the right level
of security with some
business processes that
have been around for way
too many years, and you
might not be able to patch
every server for one reason
or another" (LA, URL).

BripoBajkeHHST  HAJIGKHOTO
piBHs Oe3meKu ISl JEeSTKUX
013HEC-TIPOIIECIB, AKI ICHYIOTb
BXKe 0arato pOKiB, MOXeE
BUSBHTHCS HEMOXXIIUBUM, 1
BU HE 3MOXKETe 3 Tiel 4u

1HIIOT MPUYMHU OHOBUTHU BCi

cepBepH.

2. "After the damage is
done, the hacker may
take steps to cover up
or hide any evidence
that the network or

system was hacked at

all" (LA, URL).
3. "This includes
unauthorized or

criminal use of
electronic data,

attacks on networks

[licms HaHEeCEHHS  IIKOIH
XaKep MOXXE BXKHUTH 3aXOJiB,
mo0 npuxoBaTH  OyIb-fKi
JIOKa31 TOTO, 110 MEpey abo

cucteMy OyJio 371aMaHo.

Ie BKJIIOYA€
HECAHKI[IOHOBAHE abo
3JI0UMHHE BUKOPHCTAHHS

CICKTPOHHHUX JaHUX, aTaKH

Ha MEpexi Ta KOMIT'IOTEepH, a
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and computers, and
viruses and malicious
codes" (CWD, URL).

TaKOXX BIPYCH Ta HIKIJJIUBI

"It is vitally important

that computers,

Hyxe BaXJIMBO, 100

KOMIT'FOTEpH,

servers, and any other
network-connected

devices (also known
as Internet of Things
(10T) devices) such as
security cameras or
appliances stay up to
date with current
software  operating
systems, patches, and

releases” (LA, URL).

cepBepu  Ta
OyIib-sIK1 1HIII T1JIKJIFOYEHI J10
Mepexl mpucTpoi  (Takox
BiJIOM1 AK IPUCTPOL
[ntepuery peueit (IoT)), Taki

K  KaMCPH CIIOCTCPCIKCHHA

abo mnoOyToBa  TEXHIKa,
3aBXKIM  OyJIM  OHOBJICHI
OCTaHHIX BepcCiit

omnepariiHuX CUCTEM, MaT4iB

POTrPaMHOI0 3a0€3MECUCHHS.

"It is very important
to critically evaluate
how your
organization connects
to the internet and
how it filters traffic
that passes from the
internet into your

organization and

Jlye BaxJIMBO PETEIBHO
npoaHali3yBaTH, fK Bamla
opraizailisi TiIKJII4YeHa 0

[HTEepHETY 1 SIK  BOHA

00pobtsie Tpadik, 10

MPOXOAUTh 3 IHTEpHETY B

Ballly OpraHi3aliio 1 HaBMaKH.
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vice-versa" (LA,
URL).

"Threat Monitoring -

MoHiTOpUHT 3arpo3 -

Identify intrusion
attempts  quickly -
before they cause
damage, access data,
and/or  proliferate"

(BIT, URL).

IMBUAKO BUSIBJISINTE CHpO6I/I
BTOPIrHCHH:A, IICPIN HI)K BOHH
3aBIaayThb Koau,
OTPUMAIOThb JOCTYII 1O JaHHUX

1/ ab0 pO3MOBCIOKYBATHUCS

"Over the past couple
of years, firewall
technologies have
significantly evolved,

and many industry

3a ocCTaHHI KUIbKa pOKIB

TEXHOJIOTIT (aeppoiiB
3HAYHO  PO3BUHYJIHCS, 1

Oarato exkcrepTiB 'y I

rajiy3i Ha3WBarOTh LI Cy4acHi

experts are referring | mporpamui IPUCTPOT
to these modern | dbaepBosamu HOBOTO
hardware appliances | mokoJiHHS.

as next-gen firewalls"

(LA, URL).

"One of the most| Oxaum 3 HaKO1IBII
susceptible paths to a | BpasnmuBux  mIIsAXiB - s

data breach can be
through phishing e-
mail attempts, or even

more targeted spear

BUTOKY JaHUX MOXYTh OyTHU

dbimmHry

€JIEKTPOHHOI0 TIOIITOK a0o

cripobu

HaBITH O1JIBII
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phishing  attempts”

(LA, URL).

I1JIeCIIPSIMOBaH1 cripoou

INIUHTY 31 CIIMCOM.

"Reputation can also
be compromised when
an organization’s
website is attacked
and the site’s content
is changed, or a
denial of service
prevents consumers
from accessing the

website" (LA, URL).

Penyrarisi Takoxx Moxe OyTu
migipBaHa, KoOJdu BeO-calT
opraizaiiii 3a3Ha€ aTakh 1
HOTO BMICT 3MIHIOETECS, a00
KOJIHA BIJIMOBa B
0o0cIyroByBaHHI1
MEPENIKO/DKAE  CITOKMBAYaM
OTpUMaTH JOCTYIl 10O BeO-

CauTy.

10.

"A drive-by download
iIs accomplished by
taking advantage of
the default nature of a

Web  browser to

execute mobile code,
most often JavaScript,
with little to no
security restrictions"
(Kpyus, 2010).

IloeramHa 3aBaAHTAKECHHS

JIOCSITAEThCS 3aBISKH
BUKOPHUCTAHHIO BeO-
Opay3epa 3a 3aMOBUYBaHHSAM
JUIT BHUKOHAHHS MOOUIBLHOTO
KOfy, HauacTime JavaScript,
NpakTUYHO 0€3 OOMEXKEHb

O€e3IIeK .

11.

"Many providers are

allowing  residents,

bararo poBaiiiepiB

JO3BOJIAIOTH KHUTCIIAM,
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guests, visitors, and
contractors onto their
network, whether
physically connected
or connected through

Wi-Fi" (LA, URL).

rocTsM,  BiJBiAyBadam 1
MIAPSAHUKAM T AKITIOYaTUCS
JI0 CBOET MEpeXki, He3aICIKHO
Bl TOro, (i3MYHO BOHHU
MIKIII0YeHl a0o0 I AKII0YeH]

yepe3 Wi-Fi.

12.

These optimal systems

are user-friendly,
accessible, and
provide enough

breadth to aid users
in gaining a complete

picture of the entire

i OITHUMaJIbHI
CUCTEMHU 3pYy4Hl HJis
103epa, JIOCTynHI 1
3a0€3MeuyIoTh

JIOCTaTHIN o0csr, mo0
JIOTIOMOTTH  03€paMm

OTpHUMaTHU IIOBHC

workforce”  (Kpyup, VSIBJICHHS TIPO BCE
2010). pe3epBi.

13. "That  way, the | Takum  uymHOM,  (haepBOI
firewall can routinely | moxe PETYJISIPHO
receive definition | orpumyBatu daim 3
update  files  on | oHOBICHHSIMHU 111(0)i(0)
current cyberthreats | motounux  kibep3arpo3 i
and seek to actively | namaratucs AKTUBHO

monitor or block that
malicious content
and/or sites from

passing through the

BIJICTEXKYBaTH a00 OJIOKyBaTH

IKIJIUBUA  BMICT  Ta/abo

caliTh  BIJ  MPOXOJKCHHS

yepe3 Opanamayep
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firewall” (LA, URL).

14.

"Malicious denial of

DoS - araku, 1m0 3HWXKYHOTh

service (DoS) attack

degrading  network
performance and
affecting operations”

(LA, URL).

IMPOJYKTUBHICTh MeEpexi Ta
BIUIMBAIOTh  Ha  poOoOTY,
NPU3BOJATH O MOTIPIICHHS

AKOCT1 OOCITyTOBYBaHHS.

15.

"Sophisticated

cyberattacks may use
zombie botnets (a
network of
compromised
computers  running
malicious code
repetitively), or other
viruses and worms, to
destroy digital
fingerprints and other
forensic evidence of
infiltration™ (LA,

URL).

ITix gac ckmagHux Kibeparak
MOXYTb BUKOPHUCTOBYBATHCS
30M01-00THETH (Mepexa
CKOMIIPOMETOBAHUX

KOMIT'IOTEPIB, Ha SAKHUX
MTOBTOPHO BUKOHYETHCS
IKIJIMBUN  KOoA) abo 1HII
BIpYCH 1 MepexeBl XpoOakw,
mo0  3HUIUTA  [UQPPOBI
BIIOUTKM Ta 1HII JOKa3u

3]I0MY.

16.

"Device management
software utilities can
help  organizations

maintain inventories

[TporpamHi 3a0e3MeueHHs
JUISL KEPYBaHHS TPUCTPOSIMU
MOXYTb JIOTTOMOTTH

oprasizarisim BECTH
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of hardware devices,
configuration

statuses, and
deployment of
available  releases,
patches, and updates™

(LA, URL).

IHBEHTApHU3aIlil0  amapaTHUX

MIPUCTPOIB, CTaTycCiB
KOH(pIrypaiiii Ta po3ropraTu
JOCTYITHI BHUITYCKH, IaTdl Ta

OHOBJICHHAI.

17.

"Long-term and post-
acute care is often at
an even greater risk,
because this sector’s

information security

JloBrorpuBanuu Ta
peadumiTaitHui JIOTJISIT
4acTo MAETHCS e
OUIBIIIOMY PHU3HKY, OCKUIBKH

mwdopmariiiHa Oe3neka B

is less mature than

acute care’s” (LA,

URL).

IIbOMY CEKTOpl € MEHII
PO3BUHEHOI, HIX Y cdepi
HEBIIKJIAIHOI MeIUYHO1

JOITIOMOTH.

18.

"Non-technical skills

are not cyber-specific

— each organization
will need to decide
which  non-technical
skills are valued in
their workforce"

(CWD, URL).

Herexuiuni
HaBUYKH HE €

Ki0epcuermdIYHUMU -

KOKHa  Oprasizais

MOBMHHA BUPILIUTH,
K1 caMe€ HETEXHIYHI
HAaBUYKH IIHYIOTHCS B

iXHIX Kaapax.
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19. "News of a health HoBuau  mpo
care security breach HOPYIIECHHS 0e3MeKu
or ransomware B cdepi  OXOpOHHU
incident has become 3M0poB's  abo  Tpo
almost commonplace, IHI[UICHTH 3
as  hackers  are porpamMamMu-
becoming BUMaradyaMyd  CTaJIH
increasingly Maixe 3BHYHUM
proficient in detecting SBUIIIEM,  OCKIJIbKH
and exploiting XaKepu CTalOTh BCE
security OUIBII JOCBIIYEHUMHU
vulnerabilities in IT y  BHSBJICHHI  Ta
security in  health BUKOPHCTaHHI
care and  other BPa3JIMBOCTEH B
organizations" (LA, cucremi IT-Oe3nexku B
URL). MEIUYHUX Ta I1HIIUX

OpraHizalisx.

20. "Data theft could also Kpamixkka

occur internally when
an employee transfers
sensitive  data to
cloud storage or
portable storage, like
a USB stick" (LA,
URL).

TaHUX _MOKE TaKOX
BiI0OyBaTuCs

BCEpEIMHI KOMIMaHii,
KOJIN IpaliBHUK
nepeae BaXIMBI gaH1
B XMapHE CXOBHIIIC

ab0 Ha TOpPTaTUBHHMA
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HOCIH, HaIpuKIaI,

USB-nakonuuysadu.

21. "The concept of Komnrerniris
cyber resilience Kibep-cTiiKocTi
acknowledges  that BH3HA€E, 10 XaKepH
hackers may have MOXKYTh MaTH
innovative tools and IHHOBAIHH1
approaches plus the THCTpYMCHTH Ta
element of surprise, MIIXOOU, a TaKoX
but it aims to CIEMCHT
maintain the HECIIOMIBAHKH,  alle
organization’s ability BOHA CIpsIMOBaHAa Ha
to deliver the HMIATPUMKY 3aTHOCTI
intended outcome at oprasizarfii  3aBXKIH
all times despite those JOCSTaTH
disadvantages." (LA, 3aIJIaHOBAHOTO
URL). pe3ynbTarTy,

HE3BaKAIOUYH Ha IIE.

22. "Cybersecurity KiGepbesneka

consists of CKJIaIa€ThCS 3

technologies,

processes, and
measures that are
designed to protect

systems, networks,

TEXHOJIOT1i, MpOoIEeCiB

1 3aX0/iB,
MIPU3HAYCHUX TS
3aXUCTY CHCTEM,

MEpeX 1 JaHuX BiJ
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and data from
cybercrimes" (LA,
URL).

KiOEep3JI0UHHIB.

23.

"Highlight key
technology, tools, and
IT capabilities to
attract the  right
cybersecurity  talent
for your
organization’s
specific risk profile
from page four of this
kit" (CWD, URL).

Ha detBepTiit

CTOPIHIT ILOTO
MMOCIOHHKA BU
3HaHgeTe KJIFOYOBI
TEXHOJIOT1i,

iHcTpyMentn Ta IT-
MOKJIMBOCTI IS
3aTy4eHHS

TaJaHOBUTUX  KiOep-

(bhaxiBIliB, K1
BIJIIIOBIIAIOTH
KOHKPETHOMY
Ipo IO PHU3HKY

BaIlIO] Opraxi3anii

24,

"Cybersecurity

professionals have

unique skills, are in
short supply, and are
vital to our nation’s
security” (CWD,
URL).

Kibep-haxisii

BOJIOJIIOTH
YHIKQJIbBHUMH
HAaBUYKaMH, €
MaJOJOCTYITHUMH Ta
MaroTh KHUTTEBO
3HAYCHHS

BaXXJINBC

JUIg  O€3IeKh HaIIoil
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KpaiHu.

25,

"Despite there being
so many types of

cyberthreats, they
have a pretty routine

HesBaxarouun
Ha Te, IO ICHYE TaK

Oarato BUJIIB

Kibep3arpos, BOHU

anatomy" (LA, URL). MaroTh JIOCUTD
PYTHHHY CTPYKTYpY
26. "Choose from the BubepiTh 3
Work Roles (found in Poznimy "Pob6oui
the Workforce oii" (muB.
Framework) for each "CtpyKTypa
position that performs nepcoHany") TS

cybersecurity  work"

KOXXHOI Iocajau, sKa

(CWD, URL). BUKOHYE po0OOTY 3
KibepOe3nexu.
27. "Each organization is Koxna
unique. Some may not oprasizarfis

need their workforce

planning capability to

reach the Optimizing
state" (CWD, URL).

yHiKaNbHa. [ledkum 3
HUX MOJKeE HE
3HA00UTHCH
MOXKJIMBICTh

IJIAaHYBAHHSA

nepcoHaty, 100
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JOCATTHU CTany

onTuMizari.

28.

“In situations where
the approach you
want is not feasible,
you might be able to
build out an isolation
network/sub-network
also known as de-
militarized zone
(DMZ),  which s

isolated physically or

logically from the rest
of the organization’s

network" (LA, URL).

Y  curyamisx,
KOJIM Takuhl MIIXIT
HEMO>XKJIMBUH, BU
MOKETE CTBOPHUTH
130JIAL1ITHY
MEpEXY/TIMEPEKY,
TaKOX  BIOIOMY  SIK

JeMUTiITapu30BaHa

3oHa ([AM3), sika

¢13uuHo abo Jloriuno
130JIbOBaHa BiJ PEIITH

Mepexi oprasizari.

29.

"While your current
risk management
tools may  have
worked in the past
regarding  security
issues, it is plausible
to ask if they suffice
to manage the cyber
risks of today and the

future" (CGE, URL).

Xoua Baln MNOTOYHI
THCTPYMEHTHU
YIPaBITIHHS

pU3uKaMu, MOKJIHMBO,

IpaIoBaIn B
MUHYJIOMY 11010
MMUTaHb Oe3IeKH,
IIJIKOM JIOTTYHO
3aIIUTaTH, qn

OOCTAaTHBO 1X  JUId
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yOpaBiiHHS  KiOep-
PUBHKAMU CHOTOMHI 1

B MallOyTHHOMY.

30. "Information Space [Hdopmartiiiau
IS any medium, i mpoctip - 11e Oy/ab-
through which SKUW ~ HOCIH,  3a
information is ¢ JOTIOMOTOI0  STIKOTO
created, transmitted, iHpOopMaItis
received, stored, CTBOPIOETHCH,
processed or deleted" nepeIacThCs,

(CTF, URL) OTPUMYETHCH,
30epiraerbcs,
00poOIIIETHCS abo
BUAJISAETHCS.

31. "With  cloud-based 3aBrsKA
cyber threat XMapHin cUCTEeMI
intelligence, N- MOHITOPHUHTY
Sentinel quickly Kibep3arpo3 N-
identifies and Sentinel IIIBUIKO
analyzes threats" (N- BUSBJISIE Ta aHAJI3ye
d, URL). 3arpo3u

32. "A typical next-gen Tunosuit

firewall will have

Application Layer

baepBOJI HACTYITHOTO

TTOKOJIIHHS MaTHUMC
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(Layer 7) networking
capabilities including
mail, file, and
webpage  protocols,
as well as cyberthreat
subscription services"
(LA, URL).

MEpEKEeB1
MOJKJIMBOCTI
MPUKIATHOTO  PiBHA
(piBeHb 7,
BKJIIOYAIOUH
MPOTOKOJIN  TIOIITH,
daiinis i BeO-
CTOPIHOK, a TaKOX

CepBICH MIANMUCKH Ha

Ki0ep3arposu.

33. "As you take Iix yac
inventory of your IHBEHTapHU3aIlii
cybersecurity  staff HaBUYOK BaIIoro
skills, also consider HepPCOHATY 3
the following KiOepOe3mekn TaKkox
recommended BpPaxOBYWTE HACTYIHI
characteristics of PEKOMEHI0BaH1
high-performing XapaKTePUCTUKH
cybersecurity teams" BUCOKOS()EKTUBHUX
(CWD, URL). rpyn 3 KibepOesneKu.

34. "Trojan horse—a Tposia -
malicious device IIKIJJIMBA  TIporpama

program that hides
inside other programs

and provides access

IUI  TIPUCTPOIO, sIKa
XOBA€THCA B 1HIIUX

nporpaMax 1 Hajae
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to that device" (EAT,
URL).

AJOCTYII a0 Ob0I0

TIPUCTPOIO

35.

"A ransomware
attack is a great
example where up-to-
date backups would
come in handy" (LA,
URL).

ATaku

nporpaM-BuMaraviB -

YyJOBUM  NpUKIAL,
KOJIN aKTyalabH1
pe3epBHI Korii

CTaHyTh Yy Haro/.

36.

"Additionally,
policies and
procedures can assist
organizations if or
when a data breach
occurs" (LA, URL).

Kpim TOTO,
CHUCTEMU Ta
MNpOIEAYPU  MOXKYTh
JIOTIOMOTTH
OopraHizailisiv, SIKIIO
a00 KOJM CTaHEThCS

BUTIK JTaHUX.

37.

“It is no longer
adequate to appoint a
HIPAA Security
Officer and install

anti-virus software on

your network and
think you are
adequately protected

"Binpiie HE
JIOCTaTHLO
MIPU3HAYUTH
BIIIIOBITAJIBHOTO  3a
0e3rnexy HIPAA,

BCTaHOBUTH

antuBipycae [I3 'y

Bamiii  Mepexi 1
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against cyberthreats”
(LA, URL).

BBa)XKaTH, IO BH
aJICKBATHO 3axXWUIIEHI

B1J1 Ki0ep3arpos.

38.

"Equally important is
evaluating how your
organization
segments internal
local area network
(LAN) traffic" (LA,
URL).

He MEHIII
BaYJIMBO OLIIHUTH, K
BaIlla oprasizaris
CErMEHTY€E Tpadik
BHYTPIIIHBOT
JOKaJIbHOI ~ Mepexi

(LAN).

39.

"Worm a  device
program that spreads
without user
interaction and

affects the stability

MepexeBuit
YyepB'sK - e
nporpamMHe
3a0€3IMCUCHHS,  SKC

MOIIUPIOETHCS 0e3

and performance of BTpY4YaHHS
the ICS network" KOpHCTyBayva i
(EAT, URL). BILJTUBAE Ha
CTaO1IBHICTD Ta
MPOTyKTUBHICTh
mepexi [CS.
40. "Technologies  such Taki
as data loss TEXHOJIOTI], K
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prevention (DLP)
provide some
protection against
data theft" (LA,
URL).

cucTeMa 3amoOiraHHs
BTpati ganux (DLP),
320€3IeUyIOTh

NMEBHUH 3aXHUCT Bif

KPaJiKKA JTaHUX.

41.

42.

"Spyware—a device
program that changes
the configuration of a
device" (EAT, 2020,
URL).

"An advanced
persistent threat
(APT) is a set of
stealthy and

continuous computer
hacking  processes,
often orchestrated by
a person or persons
targeting a specific
organization or
entity" (LA, URL).

[InuryHceke
mporpamMHe
3a0e3neYeHHs -
mporpama, sIKa
3MIHIOE
KoH(Dirypaiiiro

TIPUCTPOIO

[TocriitHa
3arpo3a  MiJABUIIEHOT

ckanagaocti. (APT) -

e CYKYIHICTh
MIPUXOBAHUX 1
Oe3rnepepBHUX
MIPOIIECIB

KOMIIT' FOTEPHOTO
37amy, 4acTo
OpraHi30BaHUX
0c00010 a00 ocobamu,
HAIIJIEHUX Ha
KOHKPETHY

OpraHi3aliro abo
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TIIPUEMCTBO

43.

"Over the years it has
grown into a
collaborative  effort
between government
and  industry to
enhance cybersecurity
awareness, encourage
actions by the public
to reduce online risk
and generate
discussion on cyber

threats on a national

3 pokamu 1ei
3axifi TEPETBOPHUBCS

Ha CHUIBHY poOoTy

ypsny Ta
IIPOMUCJIOBOCTI,
CIPSIMOBaHy Ha
M1 IBHIIEHHS

00I3HAHOCTI 3 IHUTaHb
KibepOe3neku,

3a0XOYCHHS i
IPOMaJICHKOCTI 1100

3MEHILICHHS PU3UKIB B

and global scale" [HTepHEeTI Ta

(CISA, URL). 00TOBOpEHHS
Kibep3arpo3 Ha
HaIllOHAJIBHOMY Ta
rJ100aJIbBHOMY PIBHSIX.

44, "The European €BpOIEHCHKUIA

General Data 3arajabHHi

Protection Regulation PeriiamenT po

(GDPR) also calls for 3aXHUCT JaHUX

the mandatory (GDPR) TaKOXK

appointment of a BHMarae

Data Protection 00OB'SI3KOBOTO

Officer (DPO) for any MIPU3HAYEHHS
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organization that
processes or stores

large amounts of

personal data,
whether for
employees,

individuals  outside
the organization, or
both" (CGE, URL).

crerjaiicra 13

3axucty nanux (DPO)

T OyIb-SIKO1
oprasizariii, sKa
o0Opobisie abo
30epirae BEJIMKI
o0csru

MePCOHATBHUX JIAHUX,
OyIb TO
CIIBpOOITHUKIB, OCIO,
o0 HE BXOIATH [I0
CKJIaly  Oprasizaiiii,

a00 THX 1 IHIIINX.

45.

"Because of the
advanced capabilities
of modern next-gen
firewalls, many
organizations are
choosing to also
implement  security
incident and event
management (SIEM)
logging system” (LA,
URL).

3aBagKu
PO3IIMPEHUM
MO>KJIUBOCTSIM
Cy4dacHUX (aepBoOJIiB
HOBOI'O  TOKOJIIHHS,
Oararo  oprasizauiu
BUPIIYIOTh  TaKOX
BIIPOBAJIUTU CHUCTEMHU
peecTpailii NopyIIeHb
0e3nexu Ta

KepyBaHHS MO

(SIEM).
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46.

"Nowadays, edge
routers  with  full
unified threat
management (UTM)
functions have
embedded anti-virus
along with intrusion
detection system

(IDS) even routing

and intrusion
prevention (IPS)
functionalities to

provide a robust on-

Cporoji
MEXEBI poyTepu 3

MTOBHUM HabopoM

byHKIH
yHI(1KOBaHOTO
yIpaBJIiHHS
3arpo3aMu (UTM)
MalwTh  BOYJIOBaHUI
aHTUBIPYC, a TaKOX
CHUCTEMY BHSBJICHHS
Bropruenb (IDS) 1
HaBITh GyHKuIi

MapupyTH3auii Ta

premises  network" 3aro0iraHHs
(LA, URL). BropraHeHHsM  (IPS),
111(0) 3a0e3neuye
HAJIWHYy  JIOKaJbHY
MEPEKY.
47. "IP Address Overview [adopmarris

— This section shows
the top internal and
external source IP
addresses that caused
incidents as well the
destination IP
addresses" (N-d,

npo [P-ampecu - Lleu
pO3aiI MOKa3ye
OCHOBHI BHYTpIIIIHI Ta
soHimHI  [P-ampecu
JDKepe, SIK1
CIPUYHHIIIN

MOPYIIEHHS, a TAKOX
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URL) IP-anpecu
OJIEp>KyBaviB.
48. "A zero day attack ATtaka

refers to a hole in a
software application
or operating system
that is unknown to by

the software vendor"

HYJIBOBOTO JHA - 1€

Bpa3JIMBICTh y
MIPOTPaAaMHOMY
3a0€e3IeueHH1 abo

omepariiHii cucTemi,

(LA, URL). mpo sIKy HE 3HAE
BUPOOHHK
MIPOrpaMHOIo
3a0e31eYeHHs.

49. "In a brute force [Tpu arami MeToAOM
attack,  automation | miagoopy TIapOJTIO
software is used tO | BUKOPHUCTOBYETHCS
generate a large | mporpamHe 3a0e3MeYCHHS

number of
consecutive  guesses
in a short amount of
time to guess at the
value of desired data"

(LA, URL)

IUIS ~ aBTOMaTW3alli,  sKe
reHEepy€e€ BEJIUKY KUIbKICTb
npubIM3HUX  cOpobd  3a
KOPOTKHI TPOMIDKOK dHacy,
1100 370TaaTHCS po

3HAYEHHSI MOTPIOHUX JaHUX.

50.

"Many organizations

bararo oprasizarin
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are finding an
incredible benefit in
network access
control (NAC)
solutions. NACs

provide a path for
intended users to
onboard trusted
devices to the
appropriate network,
using a host of
authentication

methods"” (LA, URL).

3HAXOIATh HEHWMOBIPHI
nepeBaru B CHUCTEMAax
KOHTPOJIIO  JIOCTYIy  J0
Mepexi (NACQ). NAC
HaJa10Th ILOBUM

KOpUCTyYBaduaM  OOCTYII 10

JOBIPEHUX  TMPHUCTPOIB Y
B1IIIOBITHIHI MEpexi,
BUKOPHCTOBYHOUYHU 6e3miy

METOJ[IB PO3Mi3HABaHHS Ta

aBTCHTHU(IKAITIT.
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78

PE3IOME

PoGoty Oyli0 mpUCBIYEHO MAOCTIIPKEHHIO OCOOJHMBOCTEH TEpeKIaay Ha
YKpaiHChbKYy MOBY aHTJIIMCHKHX TepMiHIB 31 cdepu KidepOesneku aHTIOMOBHOTO
HAyKOBOTO JHUCKYpCY. byno po3riasHyTO TMOHSATTS TEPMiHY, TEPMIHOCHCTEMH
BU3HAYEHO OCOOJIMBOCTI mepekianay TepmiHiB chepu KiGepOesneku 3 aHIIIMCHKOI

MOBH YKpaIHCBKOIO, CXapaKTCPU30BaHO 0COOJMBOCTI aHTJIOMOBHOT'O HayYKOBOT'O

TUCKYPCY.

[IpakTnyHy 9yacTHUHY OYJI0 MPHUCBAYEHO JOCIHIIKEHHIO CHErudiKu mepeKiiany
TEPMiHIB HAyKOBOTO JMCKYpPCY 3 aHIJINHCHKOI MOBHM YyKpaiHChKOI0. byno HaBeneHo
OCOOJIMBOCTI BXKMBAHHS JIGKCHYHUX, TpaMaTUYHUX Ta JIEKCUKO-TpaMaTUYHUX

TpaHcdopmarliii. Y BUCHOBKax HaBEJEH1 pe3yJbTaTh BUKOHAHOI pOOOTH.

KuarouoBi cjioBa: TepmiH, TepMIHOCHCTEMa HAyKOBUUM JHUCKYpC, TEPEKIIa,

TpaHcdopmallii, ykpaiHcbKa MOBa, aHTJIICbKa MOBa



